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Symantec Mail Security for
Microsoft® Exchange 7.9

Superior protection with unparalleled performance for Microsoft Exchange Server environments

Overview

Symantec Mail Security for Microsoft Exchange (SMSMSE) combines Symantec anti-malware technology with advanced heuristics and

file reputation to provide real-time protection for email against viruses, spyware, phishing, and other malicious attacks. For additional
protection, SMSMSE offers Symantec Premium AntiSpam?, powered by Brightmail™ technology. Together, these protections help to stop 99
percent of incoming spam with less than one false positive per million. SMSMSE enforces content filtering policies on Microsoft Exchange
Server 2010, 2013, and 2016, while supporting hosted, Microsoft Hyper-V®, and VMware® virtualized Exchange server environments.
Symantec Mail Security for Microsoft Exchange complements other layers of protection by preventing the spread of email-borne threats and
enforcing data loss prevention (DLP) policies.

New Features Key Benefits

e Layered Defense — SMSME helps to keep mailboxes infection free

at all times by continuously scanning for new attacks that may Strong Protection for Email

have been missed by first-layer defenses such as email gateways. . . . . . .
e Ability to scan messages in transit or resident in the mailbox

e Email Remediation - Innovative and powerful malware provides full time protection against email borne threats.
remediation helps to remove missed day zero threats and

unwanted email from all Inboxes and Sent folders. * SMSME protections combined with Symantec Premium

AntiSpam help to stop 99 percent of spam emails with less than
e Consolidated Security Report — Enables customers to view one false positive per million.
and analyze the security posture of their Microsoft Exchange

. ) ; e Rapid release of definitions and advanced heuristic technologies
environment in detail.

provide immediate protection.
e Quarantine Search - Server and group level quarantine search
improves and accelerates the ability to search and analyze
qguarantine data.

e Powerful email remediation feature that can also be leveraged by
other messaging security products.

* Advanced content filtering protects sensitive information using
pre-defined policies, regular expressions, attachment criteria,
true file typing, and more. Microsoft Active Directory® based
enforcement simplifies policy management.

¢ Transport Scan Optimization — Accelerates scanning
performance at transport to benefit enterprises processing
large volumes of email.

¢ Technology Enhancements:

* Native 64-bit support Flexible, Easy-to-Use Management
* File Reputation « Initial setup can be completed within 10 minutes. No need for
« Support for Micro Definitions enables quick updates tuning, allow listing, or block listing.

* Management console offers remote installation, centralized
server group policy configuration, notifications, alerts, and
scheduled consolidated reporting.

e Integration with Microsoft Systems Center Operations Manager
enables end-to-end monitoring of IT environments.



Optimized for Microsoft Exchange

¢ Flexible, real-time, scheduled, and manual scanning provides efficient protection.

¢ In-memory scanning and effective multi-threading improves performance.

¢ Consolidated security reporting enables customers to view and analyze the security posture of their Microsoft Exchange environment in detail.

¢ Edge and hub-focused scanning leverages anti-virus stamping to eliminate redundant scanning and minimize impact to email store.

¢ Supports Microsoft Exchange 2010, 2013, 2016, Microsoft Hosted Exchange, 64-bit Windows, VMware®, and Microsoft Hyper-V®

Virtualized environments.

System Requirements

Server Operating Systems
¢ Microsoft Windows Server® 2008, 2012, 2016

¢ All Microsoft Exchange Server® supported flavors of Windows
Server

Exchange Platforms

e Microsoft Exchange Server® 2013, 2016 (Mailbox, Edge Role,
64-bit)

e Microsoft Exchange Server® 2010 (Mailbox, Transport,
Edge Role, 64-bit)

More Information

Visit our website

http://www.symantec.com/mail-security-for-microsoft-exchange

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

Management Console Operating Systems

e Microsoft Windows® 7, 8, 10

e Microsoft Windows Server 2016 Standard/Datacenter

e Microsoft Windows Server 2012

» Microsoft Windows Server 2008 R2/SP2 Standard/Enterprise

e Mail Security Console supports 64-bit processors on all
supported operating systems

Hardware Virtualization

¢ VMware® vSphere ESX and ESXi

¢ Microsoft Hyper-V® 2008, 2012, 2016

¢ Windows Server 2008, 2012, 2016 with Hyper-V technology

For specific country offices and contact numbers, please visit our website.

! AntiSpam activation requires purchase of additional license.

About Symantec

Symantec Corporation (NASDAQ: SYMC), the world’s leading cyber security company, helps organizations, governments and people secure their most important data
wherever it lives. Organizations across the world look to Symantec for strategic, integrated solutions to defend against sophisticated attacks across endpoints, cloud and
infrastructure. Likewise, a global community of more than 50 million people and families rely on Symantec’s Norton and LifeLock product suites to protect their digital
lives at home and across their devices. Symantec operates one of the world’s largest civilian cyber intelligence networks, allowing it to see and protect against the most
advanced threats. For additional information, please visit www.symantec.com or connect with us on Facebook, Twitter, and LinkedIn.
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